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Management Summary

This paper provides a straightforward, pragmatic overview about how legal professionals and organizations
confronted with e-discovery must be able to interpret e-discovery within the context of actual expected
processes, inherent risks, and the available technical solutions that can support relevant activities. Many
people may have some idea about what e-discovery is, at least thematically, but many do not have a full
appreciation of how to effectively engage the setup and execution of the process. Even for those who have
gone through an e-discovery process in the past, some of the acknowledged approaches to e-discovery are
outdated, particularly when viewed against the current economic backdrop and the rapidly expanding
technical challenges found in most organizations and legal firms.

Simply put, given the litigious nature of the marketplace and the disclosure and transparency responsibilities
facing most organizations, no one at the front lines of their business can afford not to be well-versed about
what e-discovery actually is and how it is actually conducted in a legal environment. (A more detailed
situational overview is provided in the Chapter 2 of this document.) Moreover, the days of simply being able
to hand off all of your e-discovery “problems” to a third-party has become less feasible due to exorbitant costs
and increased legal risk associated with relinquishing control of information and discovery activities.

As such, organizations are desperate to find ways in which they can regain control of their internal processes
in general — and e-discovery in particular — and minimize their costs and level of risk. A first step for
organizations is to gain clarity about the actual issues that are in inherent in e-discovery. Chapter 3 of this
paper provides an in-depth look at the key cost and risk-related issues that can compromise the effective
execution of e-discovery processes.

After spelling out the basic risk and cost components of e-discovery, Chapter 4 follows with some best-
practice approaches to remedying the most relevant e-discovery-related challenges. First and foremost, any
effective e-discovery solution must have some reference point from which to understand the expectations
and recognized process components that need to be engaged. This reference point is the Electronic Discovery
Reference Model (EDRM), which is widely acknowledged as the standard by which e-discovery activities
should be structured. Any technology solution used to support e-discovery activities must align itself as much
as possible with the components found in the EDRM.

The other critical remedy to minimizing risks and costs is bringing as much of the e-discovery process as
possible “in-house”. Of course, this means that in-house staff must have a thorough working knowledge of the
relevant processes, organizational archiving and data structure and enough technical know-how to choose and
implement the right tools to support the required processes, which include (data) identification, preservation,
collection, processing, review, analysis, production and presentation.

But these components, and the process as a whole, may have variable definitions in different environments.
It's important that anyone engaged in e-discovery understands the preferable way in which these components
should be interpreted and executed in order to optimize the efficiency of their processes. In sections C, D, E, F,
and G in Chapter 4, some very nuts-and-bolts information is presented about the reasoning and tools that
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need to be in place in order to ensure that the components of any e-discovery process are interpreted in the
most appropriate and effective manner.

In terms of actual technical tools that can offer real impact to an e-discovery process, section H of Chapter 4
presents an array of important information about the need for a proper, legal-based search tool to drive the
discovery process. Too often, e-discovery processes are compromised simply because the investigative
professionals have defaulted to an inappropriate, Web-based search tool.

But when it comes to tools, it’s not just a question of having the right search engine in place. High-quality
search and a detailed working framework are a solid foundation on which to conduct e-discovery activities.
However, the complexity e-discovery requires a nimble and comprehensive set of tools to support all aspects
of the process. Appendix A provides an overview of one of the most highly regarded solutions on the market,
ZyLAB’s ZyIMAGE eDiscovery Platform, which bundles a powerful, specialized search tool with a suite of
technology and a fully documented best-practice methodology and working instructions. Utilizing this type of
comprehensive solution is the only way those engaged in e-discovery can now ensure that their cases are
aligned with expected processes and are thorough and accurate enough to stand up in court.
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L. Background

This white paper has been distributed at the 2009 LegalTech in New York to participants of the
educational track with the same title: “Bringing e-discovery in-house, risks and rewards”, sponsored by
ZyLAB.

This multi-session program was chaired by Jason R. Baron, Director of Litigation, National Archives and
Record Administration, and George Socha, Founder of EDRM, recognized standard for developing and
evaluating e-discovery processes and frameworks. The program sessions provided participants a greater
understanding about the benefits of moving significant portions of e-discovery processes in-house. In
particular, you will learn about the importance of:

e Integrating components of EDRM into internal processes to lower discovery costs, diminish risk
and optimize overall efficiency and accuracy.

e Ensuring seamless connectivity between processes and information-management systems, as
well as legal and IT teams

e Creating and implementing well-documented and executable methodologies, including a quality
control framework

e Recognizing the key capabilities needed in any supporting platform solution
Topics raised by the panel and discussed with the audience focused on:

e  Working with external counsel in the most efficient and cost-effective manner

e Minimizing objections from opposing counsel

e Creating an effective working relationship between legal and IT professionals

e Recognizing and addressing risks

e |dentifying necessary tools and when they are needed

e (Capitalizing on potential savings and Understanding overall benefits

e |dentifying trends in the marketplace

e Evaluating the impacts and risks of bringing (parts) of e-discovery in-house

e Preventing risk and ensuring best practices

e Visualizing starting points and implementing roll-out strategies

In this white paper, these topics will be discussed in more detail.
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II. Introduction

The discovery process involves the gathering and management of information that supports some or all
phases of a business process, such as fraud investigations, financial auditing, research and development
activities and more. The concept of discovery, however, is probably most associated with the legal
industry. In this context, discovery is the pre-trial phase of a lawsuit in which each involved party can,
through the law of civil procedure, request documents and other evidence from third parties.

In American law, discovery is wide-ranging and can involve any material that is relevant to a case, except
information that is privileged or the work product of the opposing legal team. In practice, most civil
cases in the United States are settled after discovery. At this point, both sides usually are in agreement
about the strength of each side's case, and this realization can produce a settlement that typically
minimizes the expense and risks of a trial.

Disclosure refers to the giving out of information, either voluntarily or in accordance with legal
regulations or workplace rules. Some disclosures could be contrary to law, custom, or even ethics, such
as the disclosure of a secret.

In the past, paper was the main information carrier, but nowadays, databases, networks, computer
systems, servers, archives, backup or disaster recovery systems, laptops, personal digital assistants,
mobile phones and pagers can all be considered suitable material for (e-)discovery activities. Traditional
disclosure was all about sending interested parties as much paper as possible. With e-disclosure, all
information can now be disclosed in an electronic format by copying data and distributing this
information or even by sharing the same information sources using secure web technology.

With the advent of so many new regulatory mandates, it’s hard to find an organization that will not be
(potentially) impacted by e-discovery activities. Discovery guidelines are in place around the globe, the
most influential being the Federal Rules of Civil Procedure (FRCP) in the US and Part 31 of the Civil
Procedure Rules (CPR) in the UK. Although other regional discovery regulations (such as those of the EU)
can differ greatly in scope than the US and UK models, regional regulations are often overridden by the
fact that any organization doing business, either directly or indirectly, with companies based in the US or
UK must adhere to the respective US or UK disclosure standards.

Many European, Asian or Latin American companies are unaware of the far-reaching implications of the
US and UK standards; that is, they are unaware until they get subpoenaed by US or UK lawyers. The
ultimate solution for addressing e-discovery requirements is to implement a fully operational records
management system and ensure that proper processes are in place to support it.

How many organizations can honestly say they have the proper records management infrastructure and
retention policies in place to meet the requirements for any effective e-discovery solution? Perhaps
surprisingly, statistics have indicated that only around 1% of organizations are actually prepared for full-
scale e-discovery activities.
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As a result, if the time should come when an organization gets sued, that organization will likely jump
into rapid reaction mode, immediately running to hire external bureaus or legal teams to help meet its
discovery obligations. At that precise moment, not only does the (money) meter start running at an
accelerated pace, but normal business processes get disturbed, management and employees get
distracted and normal cash flow is compromised.

If not done correctly, discovery activities can also cause delays in court proceedings, which trigger even
more organizational stress, chaos and re-allocation of resources. This situation no longer has to be the
norm, though. Solutions now exist that empower organizations to prepare for e-discovery activities
without having to relinquish full control to external parties.

An important component of records management is to make sure that older record collections can be
recognized and organized, and the records that are no longer needed, or required by law to be retained,
must be destroyed. These older documents can cause the most problems during litigation, and if they
are not accounted for, any other discovery activities that occur, whether by your organization or a third
party, can be rendered ineffective.

Unfortunately, few organizations are prepared to conduct these activities and the cost of organizing and
managing older files can be cost-prohibitive. Regardless, many organizations realize that they must start
implementing some form of records management, knowing that over the long run they cannot afford to
ignore their need to handle all of their unstructured e-mail and hard disk collections. This issue is
especially pronounced when one takes into account that the unstructured legacy collections of
electronic information will inevitably be integrated into fast-growing collections of new types of media
(blogs, IMs, external Web pages, news groups, voice mail, and so on).

Given the reality of e-discovery, the best way for any organization to prepare and optimize its
capabilities, whether it plans on eventually using a third-party or not, is to integrate a comprehensive
and compliant system with which to organize, control and store all of its data. A recent independent
survey of corporate legal departments showed that two thirds of the respondents wanted a (e-
discovery) system that was “soup to nuts,” i.e. that took them from data preservation and collection all
the way through production.

However, although the marketplace is certainly receptive to the cost-saving benefits of implementing
such a system, several inhibitors still exist that keep organizations from fully embracing the
implementation of a suitable, internal e-discovery system framework: a lack of knowledge about a
system’s full price/value relationship; unfamiliarity with the full scope of relevant regulations; concerns
about extended liability; and fear of procedural missteps. Fortunately, a variety of affordable,
straightforward, start-to-end solutions are now available that take the mystery out of e-discovery
processes. The right system, combined with proper professional services, can enable the brunt of e-
discovery work to now be performed in-house.

All told, discovery for many companies means high cost without assurances of high levels of accuracy
and efficiency. The root of the problems discussed here—and the main reason pre-trial costs go through
the roof—is that most organizations have no overriding concept or supporting structure in place to
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define and manage the relevant information that could be vital to their defense during litigation
proceedings.

When information gathering and preliminary analysis start from ground zero, organizations are more
prone to try to settle the case out of court, before the discovery phase. Even though it can feel like
extortion, organizations often prefer to just swallow their pride and pay the high cost of a settlement
because it is still perceived to end up costing less than the estimated costs and hassle of discovery and
legal reviews.

In this white paper, developed in close cooperation between ZyLAB and EDRM, the rewards but also the
risks of bringing e-discovery in-house are addressed and a strategy is presented to realize in-house e-
discovery.
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III. Understanding the issues associated with e-discovery

A. Control costs and risks

1. Costs

E-discovery is a costly process, no matter how you approach it. However, with care and planning you can
manage and even reduce those costs, which can be divided into two broad categories: the costs for
technological systems and the costs for the people who put in place or use those systems. Careful
investments in the former can, sometimes, lead to noticeable reductions in the latter.

While each stage of the e-discovery process has both people and systems costs associated with it, two
stages, review and processing, generally account for the bulk of e-discovery expenditures.

a) Review

Review for relevance and privilege usually is the most expensive part of the e-discovery process.
Estimates vary, but the cost of reviewers appears to account for anywhere between 30 and 70 percent
of companies’ e-discovery, litigation or total legal budget. Whereas a number of factors influence how
much a company spends on reviewers, the single most important factor seems to be the degree of
control the company has over the e-discovery process. As the degree of corporate control increases, the
cost of reviewers diminishes.

Review systems also can be expensive although generally they cost far less than the actual reviewers.
Some review systems are internal: the company acquires hardware and software, adds those to its IT
infrastructure, and maintains those systems itself. Other review systems are external with electronically
stored information (ESI) loaded on an outside e-discovery service provider’s system. As a general
proposition, using an external, hosted review platform is more expensive. Nonetheless many factors can
push an organization to choose an external system. For example, the company may lack the
wherewithal to host the data itself, certain strategic considerations might require utilizing an external
system, or the organization may feel constrained by established cost allocations that don’t allow for the
integration of an internal system.

b) Processing

Processing often is the second-most expensive part of the e-discovery process and consists of two main
components:

e Reduce the post-preservation and post-collection body of ESI to a more manageable size. This
activity is typically achieved through a series of exclusionary exercises that remove from further
consideration ESI that meets pre-determined criteria. These criteria can include file types, file
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creation or modification dates, storage locations, or the lack of key words. This activity is usually
the less expensive of the two processing components.

e Convert ESI from the formats in which the data existed when it was identified, preserved (if
necessary), and collected to one or more formats that make review easier for the reviewers. In
the past, this process meant:

0 Converting nearly all ESI to TIFF images

0 Extracting some (if not all) of the metadata associated with the ESI

0 Extracting some (if not all) of the text associated with the ESI

0 Loading those three sets of information into a review system

Now, though, conversion is more of an exercise in providing reviewers either with access to files
in their original (“native”) format or with access to ESI that has been converted to a different
format but is presented in a (“near native”) way that mimics the native display. This activity is
often the most expensive component of processing,

2. Risks

With each stage of the e-discovery process comes with risks as well as costs. The most obvious, often
most serious, risks arise early in the process: at the identification, preservation and collection stages.
These errors can be irreparable. If, for example, critical files are destroyed after a litigation hold has
been implemented and before discovery copies have been made, courts are showing an increasing
willingness to impose severe penalties on the offending party. These penalties have included:

e Substantial fines

e Adverse inference instructions, where a jury may be told, for example, that it must assume that
the offending party intentionally destroyed the missing information to cover up its bad acts

e Dismissal of the offending party’s claims or defenses or a finding of liability against the offending
party

By contrast, errors at later stages — processing, review and production, for example — usually can be
corrected. The resulting penalties, if any, tend to be far less serious.

Less obvious risks accompany the information management stage. The goal is to put and keep your
electronic “house” in order: If your electronic house is in disarray, you run a high risk of being unable to
identify, preserve and collect pertinent ESI. Even if you are able to find pertinent ESI in a disorderly
electronic house, doing so can take much more time and cost much more money than would be the case
if your ESI were better organized.

Other risks include:

e Loss of control over ESI if the ESI gets disseminated to multiple outside counsel and e-discovery
service providers
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e Inconsistent processing, review and production of ESI if the company does not avail itself of a
centrally controlled repository

B. Recognize benefits among a minefield of negatives

E-discovery does not just impose costs and pose risks. A well-designed and deployed e-discovery process
can offer corporate personnel a wide range of benefits, which can include:

e Faster, less expensive and more accurate identification of potentially relevant ESI

e Earlier and more well-informed assessments of the circumstances surrounding disputes, which
can lead to more effective strategies for handling disputes

e Tighter control over the organization’s ESI while the dispute is active

e More consistent handling of ESI across disputes

e Increased opportunities to reincorporate ESI into the organization’s records management
systems following final resolution of disputes

e Reduced costs, especially at the review and processing stages

e Reduced risks, especially at the identification, preservation and collection stages

IV. Addressing the problem: reducing e-discovery costs & risks

A. Adopt a relevant and workable framework, such as EDRM

To better contain the costs and control the risks of e-discovery, it helps to work within a recognized and
widely used framework. Having a common framework provides a standard language and a set starting
point for determining what to do.

In today’s e-discovery arena, the two common frameworks are:

e The Sedona Principles (http://www.thesedonaconference.org), which offer a framework for the
analysis of legal issues associated with e-discovery.

e The Electronic Discovery Reference Model (EDRM) (http://edrm.net), which provides guidance
on how to carry out the steps involved in e-discovery and offers ongoing information about the

developing technical standards for e-discovery

B. Take e-discovery in-house

For a certain cadre of corporations, one of the best ways to address the e-discovery problem is to begin
bringing e-discovery in-house. This concept relies on getting, or taking back, control of the e-discovery
process. With direct control can come reduced costs, reduced risks, less internal disruption, more
consistent actions and results, and greater predictability.
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How an organization takes or resumes control varies greatly from one organization to the next. Taking
or resuming control also means different things at different stages of the e-discovery process, as
outlined in the subsections below.

1. Information Management

In this context, information management means getting your electronic house in order, which ought to
be a proactive step. Information management also can involve the initial generation of ESI and should
involve its final disposition.

Effective information management requires close collaboration among a wide range of internal
personnel (legal, IT, records management, information security, human resources, audit, business units,
and so on) and involves modifications to and enhancements of internal systems.

If these tasks are accomplished, an organization ought to be in a much better starting position when it
faces an e-discovery challenge. The organization will be better able to understand what ESl it has, where
that ESI is located, who has control over it, and what will be done with it throughout the e-discovery
process.

2. Identification

Identification is the first reactive e-discovery step and entails locating potential sources of ESI as well as
determining the scope, breadth and depth of that ESI.

Reasons to move identification in-house include:

e Greater control over the processes used to identify ESI of potential interest

e Greater familiarity with the organization’s data, data sources, people who generate the data,
people who work with the data, and so on

e Ability to conduct a narrower, more focused identification process

e Greater chances of following a consistent process over multiple matters

e Less disruption to custodians —the people whose ESl is of potential interest

e Less disruption to the people who maintain the IT infrastructure

e Lower identification costs

Reasons to leave identification in the hands of others include:

e The organization lacks the resources to engage in the identification activities itself
0 It does not have personnel with appropriate training and experience to reliably identify
ESI of potential interest
0 It cannot expect to complete the work on time with current staff
e Theissues in the matter are such that use of the organization’s own personnel to identify ESI
would be viewed as, at minimum, a lapse of judgment
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3. Preservation

Preservation consists of ensuring that ESl is protected against inappropriate alteration or destruction.

Reasons to move preservation in-house, or leave it in the hands of others, match those listed under
identification. In addition, moving preservation in-house can reduce the likelihood of over-preservation.

4, Collection

Collection means gathering ESI for further use in the e-discovery process (processing, review, and so on).
At times, preservation and collection are one and the same; at other times, they are two distinctly
separate activities.

The reasons for bringing collection in-house or leaving it to outsiders match those for preservation.

5. Processing

Processing has two major purposes:

e To reduce the volume of ESI that has been preserved and collected and has been teed up for
review

e To convert the ESI, if necessary, to forms more suitable for review and analysis
For the most part, corporations have left processing activities to others.

6. Review

Review is the evaluation of ESI for relevance and privilege. This step almost always takes place after
identification, preservation, collection and processing, and before production.

Review has two components: the platform used for review of ESI and the reviewers themselves.

Most corporations leave review in the hands of their outside counsel. As such, the corporations will
allow the outside counsel to dictate the platform to use and determine who conducts the review.

Some corporations have begun to make other arrangements and are now telling outside counsel what
review platform to use, who to use as reviewers, or both.

The primary considerations when deciding who controls review tend to be all of the following:

e The ability to reuse both the processed ESI and the review calls
e Greater consistency in review calls
e Greater control over the distribution of the company’s data
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e Greater control over costs

7. Analysis

Analysis is a more in-depth evaluation of ESI for content and context, including key patterns, topics,
people and discussions. Efforts spent on analysis, as opposed to review, can lead to a better
understanding of the facts of the case, which in turn can help direct the handling of a dispute.

Both in-house and outside personnel ought to be more focused on analysis than generally is the case
today. As discussed in the “’faith-based’ e-discovery” section later in this document (C1), in-house
personnel should be using analytical techniques starting as soon as they determine the need to engage
in some form of e-discovery activity. These techniques enable users to better understand what they
need to do and what their data tells them about the dispute at hand. Outside counsel should be using
analytical techniques at every stage of the e-discovery process to help keep themselves on track, to
avoid unpleasant surprises, and to better understand the substance of the data they are handling.

8. Production

Production means delivering ESI to others in appropriate forms, using appropriate delivery mechanisms.

Often, but not always, this process includes converting materials to a TIFF format (if that has not already
been done); affixing an identifying number to each TIFF image; and redacting privileged or confidential
information from the TIFF images. Production can also mean associating identifying numbers with files
kept in a native — or near-native — form for production, as well as tracking what materials are being
produced, by whom, to whom, for whom, at what time, and for what reasons.

In general, production is an activity that is undertaken by either outside counsel or by services providers
working on their behalf.

Occasionally, corporations take responsibility for this activity, particularly with small productions or
where the company has elected to be its own e-discovery general contractor.

9, Presentation

Presentation consists of displaying ESI before audiences (at depositions, hearings, and trials), especially
in native and near-native forms, to persuade or to elicit further information. This activity is almost
always the domain of outside counsel.
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C. Go beyond a “faith-based” approach

While bringing e-discovery in-house can help an organization better control its e-discovery costs and
risks, simply the fact of bringing the processes and tools in-house is not sufficient. Organizations also
need to move beyond “faith-based” e-discovery and on to approaches that start from sound empirical
bases and involve regular testing and evaluation.

1. Defining “faith-based” e-discovery

Faith-based e-discovery means e-discovery activities undertaken by an organization with the implicit and
untested belief that the activities will deliver the desired result.

Organizations have pursued faith-based e-discovery at every stage of the e-discovery process. Below are
four real-world examples, all of which share a common failing: Everyone makes assumptions about how
a part of the overall e-discovery process will operate and what it will yield, but no one tests the
assumptions to determine whether they are valid:

Example 1: Information management, identification, preservation and collection:

1. Company A decides that to better manage its messaging system while simultaneously reducing
its e-discovery costs, it would like to implement an e-mail archiving system.

2. The provider’s sales personnel assure Company A that the e-mail archiving system will capture
all the messaging information that the company is going to need for discovery.

3. Accepting this assertion as reliable, Company A purchases and installs the system and begins
using it.

4. Company A is sued. Company A issues a legal hold but, assuming that the e-mail archiving
system preserved all the messaging information of potential relevance to the lawsuit, does not
include e-mail within the scope of materials covered by the hold.

5. Company A collects messages from the archiving system and sends them to a processing
provider to be loaded onto a review platform. Outside counsel reviews the messages and
produces a subset to opposing counsel.

6. After examining the produced messages, opposing counsel demands that Company A produces
the path information for each message as well as calendar entries for a group of key Company A
employees.

7. Upon examination, Company A discovers that the archiving system did not retain path
information, did not archive calendar entries, and altered e-mail creation dates and times.

8. Because months have elapsed, there is no way for Company A to go back and retrieve the
missing information.

9. Motion practice ensues, and the story just keeps getting worse.
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Example 2: Review:

1. Company B has recently been sued over a set of actions it took that it never envisioned would
lead to litigation. Wanting to avoid preservation disputes, Company B preserved a much broader
range of data than it ever expects to produce to plaintiffs. That data has been collected,
processed and loaded into a review platform.

2. Outside counsel needs to review the data for relevance and privilege. Lawyers for the outside
firm decide to prepare a list of key words, and they meet in a conference room, armed with the
complaint, their answer, and the limited information they have gathered through interviewing
company personnel. Referring only to these materials and talking among themselves, the
outside lawyers draw up a list of 150 words or phrases, believing that a search of the data using
these key words and phrases will give them the right set of documents for their staff to review
for relevance and privilege.

3. The outside firm instructs the provider to make one pass through the data using those words
and phrases. Any file containing at least one word or phrase should be teed up for review. Any
file containing none of the words or phrases should be set aside, presumed to be irrelevant.

4. The provider complies. The firm reviews the first set of files and produces a subset of those files
to the other side.

5. The other side reviews the materials it has received and on the basis of that review concludes
that a substantial number of files that they think ought to have been produced were not.

6. Company B’s outside counsel insists their process was appropriate.

7. Motion practice ensues. Plaintiffs ultimately obtain an order requiring Company B’s outside
counsel to re-do the entire review.

Example 3: Processing and review:

1. Company C needs to provide a regulatory agency with data within a short timeframe. Having
never before dealt with a major e-discovery challenge, Company C relies on the advice of its
outside counsel.

2. Outside counsel gets a proposal from just one provider, with a fee estimate of between
$135,000 and $850,000. A more precise estimate, Company C is told, simply is not possible.

3. Outside counsel begins feeding data to the provider, which processes the data as it receives it
and loads it to an on-line review platform.

4. Asthe volume of data grows beyond anything initially anticipated, outside counsel tells the
provider to keep processing and loading the data.

5. The provider sends outside counsel written status reports twice a week. The reports show the
increases in volume of data handled but do not show any total of fees incurred. Outside counsel
does not send the reports on to the client. The provider also sends invoices, but none of those
shows the total fees either.

6. Atthe end of the third week, the provider finishes processing. Shortly after that the law firm
finishes reviewing the data and produces a portion of the reviewed data to the agency.

7. Only then does the law firm send the accumulated invoices to the client. The total is $2.7
million, far beyond the anticipated high end of $850,000.
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Example 4: Processing and review redux:

1. Continuing from Example 3, the materials sent by the law firm to the provider included, among
other items, nearly 1,000 Microsoft Access databases.

2. The provider asked the law firm how it would like the database files to be handled. The law firm
re